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Overview

 Advance 

Directives

 Ohio DNR 

Requirements

 HIPAA

 Abuse & Neglect

 Other Regulatory 

Issues
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Medicare Compare:  New Opportunities

 Medicare.gov/care-compare/ 
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HIPAA Issues
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What is HIPAA?

 HIPAA

 Health Insurance Portability and Accountability Act of 1996 

(Amended and revised)

 HITECH Amendments added fines, penalties and new requirements

 Newest amendments January 17, 2013

 Final rule effective March 23, 2013

 Compliance required: September 23, 2013

 Enforcement by Office of Civil Rights (OCR)

 None of the HIPAA requirements are new
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Who is covered?
 HIPAA Privacy Rule 

covers health plans and 
health care providers 
that transmit any 
information in electronic 
form

 That covers the vast 
majority of health care 
providers and insurers in 
the country

 Includes “business 
associates”

 Each provider is 
responsible for its 
employees, agents, etc.
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The HIPAA Privacy Rule

 The Rule requires appropriate safeguards to protect the privacy of personal 

health information, and sets limits and conditions on the uses and disclosures 

that may be made of such information without patient authorization. 

 Each adult has the right to designate how that protected health information is 

utilized with some exceptions.
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The HIPAA Security Rule

 Establishes national standards to protect individuals’ electronic personal 

health information that is created, received, used, or maintained by a 

covered entity. 

 Security addresses electronic access and protection.

 Who is making sure that your servers are secure??

8
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The HIPAA Security Rule

 The Security Rule requires appropriate administrative, physical and technical 

safeguards to ensure the confidentiality, integrity, and security of electronic 

protected health information.

 IT and server requirements

 Encrypted emails

 Texting???

 Are you using an encrypted texting program such as Tiger Text?

 Texting to physicians is not secure even if both parties are on iPhones!

 That is a myth 

 Texting should be handled in a secure program that has both 

Parties with the same program on each phone

If not, it most likely is not encrypted and can be hacked
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Office of Civil Rights Guidance

Released guidance July 2016

Ransomware and HIPAA

Breach is presumed

Reporting is required if a breach

Prevent:  Conduct risk analysis and address 

any increased risk areas

10

10



6/5/2025

6

PHI

Protected Health Information:

Individually identifiable health information

Such as name, social security number, 
diagnoses, telephone number, the fact 
that the person is a resident

Anything that can identify the resident 
and/or health conditions

Very broad inclusion
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 Right to notice of privacy practice concerning PHI

 Right to access PHI

 Right to amend PHI (within policies of provider)

 Right to an accounting of disclosures of PHI

 Right to request restrictions on use or disclosure

 Right to receive confidential communications

 Right to not have intimidating or retaliatory acts 
about PHI and requests.

HIPAA:  The Individual Rights
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Privacy and Confidentiality

Resident information must be kept 
confidential

That concept is not new because of 
HIPAA

Always required to keep information 
confidential

HIPAA forced additional policies

PHI:  protected health information
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Business Associates
 Facilities:  business associate agreement with all vendors 

that handle PHI

 Examples:

Medical supply company

Oxygen company

Lab company

Many others

 Most recent amendments require new BA agreements 
and require BAs to be held to same standards

 Need new Business Associate Agreements:  have the 
BAs been recently updated?
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Who Enforces HIPAA?

 State Attorney Generals enforce 
state laws 

Office for Civil Rights  at US 
Department of Health and Human 
Services enforces on the national 
level

www.hhs.gov/ocr

 Detailed information about health 
privacy

15

15

Loss of Information

 Information can be lost

Paper

Electronic such as stolen laptop 
(without encryption)

Notify your administrator immediately

Facilities must have policies and 
procedures regarding “breach” 
notification and investigation

16
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Minimum Necessary Standard

“must make reasonable efforts to limit 
protected health information to the minimum 
necessary to accomplish the intended purpose” 
of the disclosure.
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Social Media

 Facilities should have a policy about social media

 Violation of HIPAA rights

 Pictures

Discussions about work and resident information

Even tangential

 Board of Nursing ramifications

Fall 2018
 OAC 4723-4-06(Q): This is an OBN rule which provides that, for 

purposes of OBN rules OAC 4723-4-06(I), (J), (K), (L), and (M), a 
nurse shall not use social media, texting, emailing, or other forms of 
communication with, or about a patient, for non-health care purposes 
or for purposes other than fulfilling the nurse’s assigned job 
responsibilities.
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Problematic Situations

Picture posted on Facebook that includes any 

residents

Texting, tweeting, blogging about any resident 

or information related to the resident

Unauthorized release of psychiatric 

information
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Other Guidance 

 S&C 16-33-NH:  August 5, 2016

 Protecting Resident Privacy

https://www.cms.gov/Medicare/Provider-

Enrollment-and-

Certification/SurveyCertificationGenInfo/Downloads/

Survey-and-Cert-Letter-16-33.pdf

 Abuse related to posting on social media

 Taking a very strong stand regarding this type of 

abuse/neglect

 Policies and procedures must be enforced related to social 

media and phones/photos

20
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CMS agrees that abuse enabled through 

the use of technology would include the 

use of social media, as well as the use of 

cameras or the Internet.
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Confidentiality

Facility policies are in place to meet 
requirements and to protect residents’ 
privacy

Follow the policies

Only access information when it is 
necessary

Only release information when it is 
approved for release
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Confidentiality

 Confidentiality is a constant and ongoing challenge

 People tend to “chat” in inappropriate places

 Social media issues

 All information must be kept on a “need to know” 

basis:  example chart reading

 Have you ever overheard information at the grocery 

store or viewed something on Facebook?
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Avoiding HIPAA Problems

HIPAA Compliance Program

Privacy officer

Policies and procedures

Training

Good monitoring

Breach investigations and reporting

24
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Avoiding HIPAA Problems

 Investigation Response Plan

Immediately involve Executive 

Director

Be friendly and responsive

Appropriate access to records and 

personnel

Express interest in correction
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25

Inappropriate Access to Information

 PHI should be secured

Records should be covered on the med cart

 Items not left lying around at the nurses’ station 
or in the resident’s rooms

Not used as scrap paper and write other 
information on the same paper as PHI

Computer access restricted

Minimum necessary use
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Example

St. Louis hospital 

system:   physician 

lost laptop with 

nursing home 

resident information 

(2,600 residents)
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Handling HIPAA Breaches

Detailed analysis of facts to determine 
breach

Required OCR notification in certain 
instances

 Investigation:  thorough

Notification of individual and others

Reach out for assistance: not simple and not 
an everyday occurrence
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Breach Fine

OCR reached a settlement regarding claims 

against a business associate

Manager for nursing homes 

Smart phone issued, PHI of 400 individuals, 

lost and was not encrypted or password 

protected

$650,000 settlement

29
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Civil Penalties

30
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Criminal Penalties

 Criminal to knowing obtain or 

disclose “individually 

identifiable health 

information” in violation of 

HIPAA’s privacy provisions.

 Violator may be fined up to 

$50,000, imprisoned for up 

to one year, or both.

 If violation is committed 

under false pretenses, the 

person may be fined up to 

$100,000, imprisoned for 

up to 5 years, or both.  

31
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Advance Directives
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Advance Directives

 Living Will

 Durable Power of Attorney for Health Care (DPOA-
HC)

 Do Not Resuscitate (DNR) Comfort Care

 State specific requirements

 Ohio may go to POLST in the future

 http://my.clevelandclinic.org/patients-visitors/legal-
ethical-decisions/personal-medical-
decisions/advance-directives
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Life Sustaining Treatment

Ohio statute and rules

Ohio Revised Code 2133

DNR OAC 3701-62

Any medical procedure, treatment, 

intervention or other measure that serves 

principally to prolong the process of dying

34
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Terminal Condition

An irreversible, incurable and untreatable 

condition caused by disease, illness or injury 

from which, to a reasonable degree of medical 

certainty, death is likely to occur within a 

relatively short time if life-sustaining 

treatment is not administered

35
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Permanently Unconscious State

A state of permanent unconsciousness which 

is characterized by:

the patient being irreversibly unaware of 

himself or his environment; and

total loss of cerebral cortical functioning, 

resulting in the patient having no capacity 

to experience pain or suffering.

36
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Comfort Care

 Nutrition administered to diminish pain or 

discomfort, but not to postpone death

 Hydration administered to diminish pain or 

discomfort, but not to postpone death 

 Any other medical or nursing procedure, treatment, 

intervention, etc. taken to diminish the pain or 

discomfort, but not to postpone death

 Comfort care must always be delivered

37
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Living Will and DPOA-HC

 Forms available to complete

 Both may authorize the withholding or withdrawing of 

nutrition and hydration from a terminal person or in a 

permanently unconscious state if specifically 

authorized

 Comfort care must always be provided

 Must be notarized or witnessed by 

two adults

38
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DPOA-HC

 Springing Power of Attorney

 Provides the authority to make health care 

decisions to an attorney-in-fact when the 

declarant no longer can make informed health 

care decisions

 Does not become operative until the attending 

physician documents that the person can no 

longer make informed health care decisions 

(Springing Power of Attorney)
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Withholding or 
Withdrawing 
Life Sustaining 
Treatment Treatment

 Physician must document in the 

medical record the decision and the 

basis for the decision

 Physician must make a good faith 

effort to notify one of the next-of-kin 

priority:  guardian, spouse, adult 

children or majority of adult children, 

parents or adult siblings

40



6/5/2025

21

Objection Period

 If a notified person objects to the planned 

treatment, they must notify the attending 

physician within 48 hours; and 

File a complaint in the probate court within 

2 additional business days

The court will hold a hearing

41
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Health Care 

Decisions 

Without a 

Living Will or 

DPOA-HC

 Priority authority for health care 

decisions:

 Guardian, spouse, adult child or 

majority of adult children, parents, 

adult sibling or majority of adult 

siblings, or nearest adult related to 

the patient by blood or adoption who 

is available in a reasonable period of 

time

 Responsible party or Resident 

Representative in the long term care 

setting

42
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Regulations

 DNR Regulations:  Found at 

 Ohio Administrative  Code 

3701-62-01 to 3701-62-14

 Regulations provide the 

protocols regarding 

implementation of DNR 

orders

43
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CPR-Definition

Cardiopulmonary resuscitation or component 
of cardiopulmonary resuscitation

Chest compressions

Artificial airway

Defibrillation/cardioversion

Provision of intravenous line

Initiation of cardiac monitoring

44
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Cardiac Arrest-

Definition

The absence of 

a palpable 

pulse

45

DNR Order

 A directive issued by a 

practitioner that identifies a 

person and specifies that CPR 

should not be administered

 The rules do not specify what 

is required to be included in 

a DNR order or if it must be 

written or can be verbal

 DNR order requirements are 

to be defined by facility 

policies

46
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DNR Order

A directive issued by a:

Physician

Certified nurse practitioner

Clinical nurse specialist

Withholds CPR 

47
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Immunity for Health Care Providers

 Immunity from criminal, civil and 

professional liability by following the DNR 

protocol

Patient can revoke the DNR Comfort Care 

status at any time

48
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Immunity Provisions

 Immunity applies to health care facilities 

and administrators, employees, 

contractors and volunteers

 Immunity also applies if CPR is provided 

to a person with DNR identification if the 

person makes an oral or written request 

for CPR
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Verification of DNR 

Identification

 EMS and ER workers are not 

required to search a patient 

to see if they have a DNR 

identification when the 

patient is in 

cardiopulmonary arrest

 Calling EMS with a DNR 

order:  discussion
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Transfer with a DNR Order

 Person can be transferred  to another facility 

with a DNR order:  Must use the correct form

 EMS personnel will honor the DNR Comfort Care 

protocol with official documentation
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DNR Protocol

 DNR Comfort Care

 DNR Comfort Care-

Arrest

 Difference is when 

the protocol is 

activated

52
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DNR Comfort Care-Arrest Protocol

 DNR protocol is activated in the event of:

 cardiac arrest; or

 respiratory arrest.
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Performed Even with a DNR Order

 First aid for illness or injury 

not related to cardiopulmonary arrest

 Suction airway

 Administer oxygen, CPAP, BIPAP

 Position for comfort

 Splint or immobilize

 Control bleeding

 IV for hydration or pain meds

54

 Provide pain meds

 Provide emotional 
support

 Contact other 
appropriate health 
care providers, such as 
hospice, home health 
or attending physician
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Not Performed if a DNR

 Administer chest compressions

 Insert artificial airway

 Defibrillate or cardiovert

 Administer resuscitative drugs

55

 Provider respiratory 

assistance

 Initiate resuscitative 

intravenous line

 Initiate cardiac 

monitoring

55

Documentation

 EMS or health care personnel who implement the DNR 

protocol should document:

 In accordance with the facility’s policies

 Item that identified the person as DNR Comfort Care

 The method of identifying the person’s identity

 Whether the person was a DNR Comfort Care or DNR 

Comfort Care-Arrest

 The actions taken to implement the DNR protocol

56
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Current DNR Order

DNR order current for a person in a 

health care facility as determined by the 

facility policy

The policy should be specific regarding 

the currency of the DNR order
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DNR Comfort 

Care 

Identification 

Form

Use of form in records

Includes the signature and name of the 
physician

Identifies the person and can include an 
optional signature

Includes information regarding what will 
be provided and what will be withheld

58
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Relationship of DNR Orders

Relationship of DNR orders to other 
advance directives

DNR based on living will and DPOA-HC, 
DNR identification supersedes DPOA-HC if 
any conflict

DPOA-HC supersedes DNR based on order 
that is inconsistent with  DPOA-HC

59
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Abuse & 

Neglect

60
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Duty to Report

No licensed health professional who 
knows or suspects that a resident has 
been abused or neglected or that a 
resident's property has been 
misappropriated by an individual used by 
a facility shall fail to report that 
suspicion or knowledge to ODH 
(paraphrased)

ORC 3721.22

61

61

Abuse:  F540 definitions

 Abuse is the willful infliction of injury, unreasonable 
confinement, intimidation, or punishment with 
resulting physical harm, pain or mental anguish. Abuse 
also includes the deprivation by an individual, including 
a caretaker, of goods or services that are necessary to 
attain or maintain physical, mental, and psychosocial 
well-being. Instances of abuse of all residents, 
irrespective of any mental or physical condition, cause 
physical harm, pain or mental anguish. It includes 
verbal abuse, sexual abuse, physical abuse, and mental 
abuse including abuse facilitated or enabled through 
the use of technology. Willful, as used in this definition 
of abuse, means the individual must have acted 
deliberately, not that the individual must have 
intended to inflict injury or harm.

62
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Neglect:  F540 definitions

Neglect is the failure of the facility, its 

employees or service providers to provide 

goods and services to a resident that are 

necessary to avoid physical harm, pain, 

mental anguish, or emotional distress.

63
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Misappropriation:  F540 definitions

Misappropriation of resident 
property means the deliberate 
misplacement, exploitation, or 
wrongful, temporary, or 
permanent use of a resident’s 
belongings or money without the 
resident’s consent.

64
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F600 Freedom from Abuse, Neglect & 

Exploitation

 The resident has the right to be free from abuse, 

neglect, misappropriation of resident property, and 

exploitation as defined in this subpart. This includes 

but is not limited to freedom from corporal 

punishment, involuntary seclusion and any physical or 

chemical restraint not required to treat the resident’s 

medical symptoms.

 INTENT:  Each resident has the right to be free 

from abuse, neglect and corporal punishment of 

any type by anyone.

65
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F606, F609 and F610

 42 CFR 483.12(a)(3)‐(4), F606 -Not Employ/Engage Staff 
with Adverse Actions

 42 CFR 483.12(c)(1), (4), F609 – Reporting of Alleged 
Violations

 42 CFR 483.12(c)(2) ‐(4), F610 – Alleged Violations-
Investigate/Prevent/Correct

 Do not employ staff that don’t meet criminal 
background check requirements

 Prompt and thorough investigation

 Timely reporting

66
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F607 Policy development

 42 CFR 483.12(b)(1)‐(4), F607 –
Develop/Implement Abuse/Neglect, etc. 
Policies

Must develop and operationalize policies and 
procedures for screening and training 
employees, protection of residents and for 
the prevention, identification, investigation, 
and reporting of abuse, neglect, 
mistreatment, and misappropriation of 
property. 
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Injuries of unknown source

 Now at F540 definitions

 Both must apply:

 Source not observed or 
explained by resident; 
and

 Suspicious because of 
the extent of or the 
number of injuries 
observed at one 
particular point in time 
or the incidence of 
injuries over time.

68
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Notification of ODH

 Review F608:  Reporting Reasonable Suspicion of a 
Crime

 Ensure the reporting of suspected crimes, within 
mandated timeframes (i.e., immediately but not 
later than two hours if the suspected crime 
resulted in serious bodily injury, within 24 hours 
for all other cases) Abuse allegations within 2 
hours

 Abuse, neglect, misappropriation, exploitation

 Final report within 5 days

 Use of on-line reporting

 Requirement to thoroughly investigate

69
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Elder Justice Provisions

 Substantial penalties

Fines 

$200,000 if not reported in required timeframes

$300,000 if failure to report exacerbates the 
harm to the victim or result in further harm

HHS to take into consideration financial burden 
on providers in underserved areas 

 Exclusion

 Exclusion from Medicare/Medicaid 
participation for individuals for 2 years

70
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Notification of law enforcement

Elder Justice Act requirement

Within 2 hours with serious injury or 

death

Within 24 hours-others

Allegation triggers requirement

“Reasonable suspicion”

71
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F604:  Physical & Chemical Restraints

 The resident has the right to be free from 

abuse, neglect, misappropriation of resident 

property, and exploitation as defined in this 

subpart. This includes but is not limited to 

freedom from corporal punishment, involuntary 

seclusion and any physical or chemical restraint 

not required to treat the resident’s medical 

symptoms.

 42 CFR 483.12

72
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Physical 

Restraint 

Definition

Physical restraint is defined as any manual method, 
physical or mechanical device, equipment, or 
material that meets all of the following criteria:

Is attached or adjacent to the resident’s body;

Cannot be removed easily by the resident; and

Restricts the resident’s freedom of movement or 
normal access to his/her body.

73
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Chemical Restraint Definition

 F605

 “Chemical 
Restraints” as any 
drug that is used 
for discipline or 
convenience and 
not required to 
treat medical 
symptoms.

74
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Restraints in Emergency Situations

May be used for brief periods if 

unanticipated violent or aggressive 

behavior place him/her or others in 

imminent danger

75
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Examples of 

Restraints

 Using side rails that keep a 

resident from voluntarily getting 

out of bed;

 Tucking in or using velcro to hold a 

sheet, fabric, or clothing tightly so 

that a resident’s movement is 

restricted;

 Using devices in conjunction with a 

chair, such as trays, tables, bars or 

belts, that the resident can not 

remove easily, that prevent the 

resident from rising

76
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Examples of 

Restraints

Placing a resident in a chair that prevents a 
resident from rising; and

Placing a chair or bed so close to a wall that 
the wall prevents the resident from rising out 
of the chair or voluntarily getting out of bed.

Side rails sometimes restrain residents. Must 
treat a medical symptom

77
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F603 Involuntary Seclusion/Secured Units

 Considerations if a secured unit restricts resident 
freedom of movement throughout the home:

 (i) The home has made the determination to place each 
resident in such unit 

 (ii) Care and services are provided in accordance with each 
resident's individual needs and preferences;

 (iii) The need for the resident to remain in the locked unit 
is reviewed during each periodic assessment required by 
paragraph (F) of rule 3701-17-10

 (iv) The locked unit meets the requirements of the state 
building and fire codes;

78
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Spotting Elder Abuse:  National Institute on 

Aging

 https://www.nia.nih.gov/health/elder-abuse/elder-

abuse#:~:text=An%20older%20person%20might%20be,%2C%20burns%2C%20c

uts%2C%20or%20scars

79

Immediate Jeopardy 

Trends Related to 

Abuse & Neglect

 Abuse and neglect

 Falls, accident hazards, accident 

supervision

 Elopements

 Side rail entrapment and restraint 

issues

 Choking/aspiration

 Failure to perform CPR

80

https://www.nia.nih.gov/health/elder-abuse/elder-abuse#:~:text=An%20older%20person%20might%20be,%2C%20burns%2C%20cuts%2C%20or%20scars
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Frequent IJ Topics

 Abuse

 Accident Hazards:  Falls, Oxygen (fire), failure 

to prevent a fall due to lack of staff and 

failure to timely evaluate

 Emergency treatment after fall

 Notification of Changes

 Dialysis:  AV fistula 

 Drug Regimen Review:  

 Coumadin

 Emergency Preparedness

 Elopement

 CPR

 Safe Temperatures

 Miscellaneous

81

Other Regulatory Issues

82
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Recent Calls

 COVID

 Safety when taking residents out of the buildings

 Impaired family members

Family behaviors including alcohol, smoking 

and/or drugs

 Smoking concerns

 Difficult families – visitation, covert cameras

 Swallowing, choking and non-compliance with diets

 Media posts

83
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Cedar Lake Nursing Home

 Departmental Appeals Board (DAB) Decision No CR1967; 

 Previous elopement attempts; Upheld IJ under Accident Hazards 
and monetary fine  

 Resident found by visitor walking on shoulder of road by the 
highway

 Door alarms did not sound because new alarms were being 
installed and the alarms were turned off

 Failed to take reasonable steps to prevent elopement

 Installation of new alarm was foreseeable concern

 DAB stated that no alarm system is fail proof or a substitute for 
adequate supervision

 No one monitored her location per her care plan; Care plan 
with “constant observation”

84

84



6/5/2025

43

Mission Oaks Manor

DAB CR2102 April 2010

Restrained residents in gerichairs with 

pelvic restraints

Resident turned over chairs and 

sustained multiple injuries

One death

 IJ with fines

85
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Pines Nursing 

Home

 DAB:  Departmental Appeals Board

 IJ and fines for 20 days IJ and lower 

fines for 20 days = $$$$$

 Resident with rapidly deteriorating 

leg

 Facility failed to appropriately 

consult

 Failed to follow ER physician’s 

recommendations

 Inaccurate information provided 

to physician
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Office of 

Inspector 

General

87
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OIG Enforcement 
Action

 OIG and state enforcement actions 

with press releases almost daily

 http://oig.hhs.gov/fraud/enforce

ment/criminal/

 Increasing criminal actions

 Increasing civil actions

 Fraud elimination:  a focused goal
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OIG Most Wanted 

Health Care 

Fugitives

 Pictures for 59 fugitives; 

Multiple fugitives captured

 More than 170 fugitives 

wanted on charges

 www.oig.hhs.gov/fraud/fugi

tives

 Medicare Fraud Strike Force

89

OIG Enforcement Action

Georgia nursing home operator sentenced 

to 20 years in prison for Tax Fraud and 

“Worthless Services” billing under 

Medicare and Medicaid

Diverting funding for personal use and not 

using funds for care of residents
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OIG Work Plans
 https://oig.hhs.gov/reports-and-

publications/workplan/active-item-table.asp

91

91

OIG Work Plans of Note

 Audit of selected states’ nursing home minimum spending requirements 

related resident care

 Skilled nursing facilities’ financial responsibility for Medicare Part D enrollees’ 

drugs in Part A stays

 Assessment of the Special Focus Facility program for nursing homes

 Medicare Advantage Organizations’ use of prior authorization for post-acute 

care

 Assessing the accuracy of nursing home falls reporting in MDS assessments

 Audit of nursing homes’ nurse staffing hours reported in CMS’s Payroll-Based 

Journal

 Audit of nursing homes’ emergency power systems
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License Renewal:  

Ohio

93

OBN Website

• http://www.nursing.ohio.gov

• Rules & statutes

• Licensure verification

• Publications & newsletters

• Advanced practice information

• Continuing education

• Nurse compact state – January 1, 
2023
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Caring for Our 

Seniors
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Tammy Cassidy

tcassidy@ohca.org

(513) 646-1668

Questions
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